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Copyright Information

All rights reserved. No part of this documentation shall be reproduced, stored in a retrieval
system, or transmitted by any means, electronic, mechanical, photocopying, recording, or
otherwise, without the prior written permission of ControlWeb Limited. No copyright or patent
liability is assumed with respect to the use of the information contained herein. Although every
precaution has been taken in the preparation of this documentation, the publisher and the author
assume no responsibility for errors or omissions. Neither is any liability assumed for damages
resulting from the use of the information contained herein.

The information in this documentation is subject to change without notice and does not represent
a commitment on the part of ControlWeb. The software described in this documentation is
furnished under a license or nondisclosure agreement. This software may be used or copied only
in accordance with the terms of these agreements.

We have reviewed the contents of this publication to ensure consistency with the hardware and
software described. Since variance cannot be precluded entirely, we cannot guarantee full
consistency. However, the information in this publication is reviewed regularly and any necessary
corrections are included in subsequent editions.

This User Manual assumes that the client has an installed and licensed EyeKnow system. See
Installation Manual for more information.
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2 Introduction

EyeKnow SMS Compact is an automated alarming system that integrates seamlessly with a
number of SCADA and DCS packages. It notifies the necessary people of critical events via
SMS. If an on-call user cannot be contacted it will retry or escalate the alarm to ensure that the
event is brought to the attention of another on-call user.

Users have the ability to acknowledge alarms back into EyeKnow to stop escalation. EyeKnow
will pick up if an alarm is acknowledged from the control system, in which case it assumes a
person will respond to the alarm. EyeKnow will then stop the distribution process as if an
acknowledgement has been received from an SMS user.

EyeKnow's features include:

» Easy intuitive user interface means setup is kept simple and effective

* Rich in functionality - Alarm Distribution, Acknowledgement, Scheduling and Reporting are all
built into the product

* No separate database. EyeKnow queries the live SCADA/DCS database, so is always current
and minimal configuration is required.

Alarm notifications are sent out via SMS. Acknowledgements are able to be sent back into the
SCADA/DCS system via EyeKnow SMS.

Multiple alarm escalation levels. Alarms will be escalated to a higher level of support if not
acknowledged within the allowed time.

* All components communicate using encryption providing a secure platform

This Installation Manual will guide you through all the steps required to install a fully functional
EyeKnow system.
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3 System Architecture

User Interface
Windows Forms PP R—
Application (VB.net)

J

) ‘

pr——> SQL
Database

Workflow Module p

Seri/ice \ /

Interface Module
Service
Connects To:
DeltaV

EyeKnow Compact consists of four separate modules as shown above. All of these modules can
be installed and run on a single server, or distributed across a number of servers as required.

A typical installation has the User Interface, Workflow Module and SQL Database installed on one
server, and the Interface Module installed on the server hosting the SCADA alarm provider.

4 System Requirements

The minimum requirements of these machines are:

1. Windows XP, Windows Server 2003 or Windows 7

2. 1GB of RAM
3. Microsoft .Net 3.5 SP1 framework
4. Microsoft SQL Server 2005 or 2008 for the Database.

5. 1 GHz Pentium processor or equivalent

S

Serial port on the computer hosting the Workflow Module
A serial GSM Modem will be required for SMS distribution. It is recommended that a Telit GT863

or GT864 modem be used. These devices can be connected directly to the system without
additional configuration.
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5 Step 1: Installing the EyeKnow Wizard

To install EyeKnow SMS Compact, the first step is to install the EyeKnow wizard. The EyeKnow
wizard will allow you to easily install any EyeKnow Compact module.

Download the latest version of the EyeKnow wizard from
http://mww.controlweb.co.nz/index.php/products. Older versions can also be downloaded from
there.

Note: The installation wizard should be installed on all computers which require an EyeKnow

module.

1' Download . . rﬁ EK Installation Wizard . i
EKInstallationWizardSetup. —
exe for the web W_elcome to the EK Installation Wizard Setup

Wizard

2 . Locate and run the The installer will guide you through the steps required to install EK Installation ‘fizard on your
EKInstallationWizardSetup. e
exe

3. You will be prompted through the
steps of the installation.

WARMING: Thiz computer program iz protected by copyright law and international treaties.
Unauthorized duplication or distribution of thiz program, or any portion of it, may result in severe civil
or criminal penalties, and will be prosecuted to the maximum extent pozsible under the law.

4. Please read the Licensing [ 1) e nstallation Wizard
agreement before you select "l
Agree" and continuing. If you do not
agree to the Licensing Agreement,
you W|" not be able to Contlnue Please take a momert to read the license agreement now. |f you accept the tems below, click "

Agree”, then "Mext'. Otherwise click "Cancel”.

License Agreement

Controlweb LTD. End-User :
Software License Agreement

113 n
(“Agreement”)
IMPORTANT
WAOLL CHINIIE N CADCCIINE Y DEAD THIE O EORAITRIT TEDRAC S
@ | Do Mat Agree | Agree i
Cancel | | < Back Mest »
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5. Select the directory you wish to 1) EXInstallation Wizard g ——
install the EyeKnow installation Select Installation Folder
wizard to. This can be a temporary @-

location if you wish to delete the

Wizard after CompleUng the The instalier will install EK. Installation Wizard to the following folder.
EyeKnOW Compact |nsta”at|0n Toinstall in this folder, click “"Next". To install to a difterent folder, enter it below or click *'Browse™.
Folder:
C:\Program Files [+86]\Contralweb\EK Installation \Wizard ‘ Browse... |
| DiskCost. |
Install EK Installation Wizard for yourseff, or for anyone who uses this computer:
Evernyore
@ Just me
[
Cancel | | < Back | [ Mext »
6. Press "Next" to begin installation of [ ! e istilation Wizard S R

the wizard. Confirm Installation

The installer iz ready ta install EE Installation \wizard an your computer.

Click "Mext'" ta start the installation.

Canicel | | < Back | [ Mext »

6 Step 2: Installing EyeKnow SMS Compact

After you have completed installation of the EyeKnow wizard, locate and run the EyeKnow
Installation program. The shortcut should be installed on the desktop upon completing the
Installation wizard. Alternatively, you can execute EyeKnowInstallationWizard.exe. |t
can be found in the folder in which the wizard was installed.

Note: It is recommended that the database, user interface and workflow module all be installed on

the same computer; however, this is not a requirement so long as the user interface and workflow
modules are each able to access the database.
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6.1 Step A: Installing the Database

Prerequisite An SQL Server on the target computer

1. The first step is to prepare an EyeKnow database. Click "Select SQL Server" to begin.

a-) EyeKnow Compact

1. Dalabase 2. User Interface | 3. WorkFlow Module | 4. Interface Module|

1. SQL Server Connection String

[ Select SQL Server ] Done

I 2. EyeKnow Database

I Install EyeKnow Database ] Done

Information

(1)Setup the connection to the SQL server and (2) create the Database and tables for Eyeknow on
the SQL Server

2. Select the correct data source. iconnection Properlies‘- . e )
3. Select the database server you wish Data source:
to connect to. Existing servers will Microsoft SQL Server (SalClient)
populate the drop down box Server name:
automatically. Click "Refresh" if the ~ | Refresh
drop down list remains empty. If the Log on to the server
server name does not automatically _ _ »
appear in the drop down box, one can ||| @ !se Windows Authentication

enter the name manua"y. () Use SAL Server Authentication

4. Depending on the security of the
database, "Windows Authentication" Save my password
should be sufficient. If the database
has its own login details, select "SQL
Server Authentication" and enter the
appropriate login details. If "SQL
Server Authentication" is selected
it is important to select "Save my
password" option.

5. To test the validity the database
settings, click "Test Connection”.

1K

6. To continue click "OK". 0K

7. Click "Install EyeKnow Database" to create the new EyeKnow database.
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6.2 Step B: Installing the User Interface

Prerequisite The EyeKnow database must be installed before installing the User Interface

To install the user interface click "Install User Interface".

If this is the first time you are installing the EyeKnow Compact User Interface on this computer,
the status to the right of the buttons should show "Not Installed" and when clicked should take

you straight to the installation dialogue.

If there is currently already a version of EyeKnow Compact User Interface already installed on
this computer, a different dialogue will show up displaying options to remove or repair the

currently installed user interface.

1. Database| 2. User Interface 3. WorkFlow Module | 4. Interface Module

1. Install User Interface

[ Install User Interface

Updste database connection

2. Update Ul Database Connection stnng (Optional)

Not Installed

Information

selected Value in STEP 1 Database

(1) Install the EyeKnow User Interface and (2) Aulo updale the Database conneclion siring to the

1. Upon clicking "Install User
Interface”. The user interface
installation should begin. Click
"Next" to continue.

i S B

Welcome to the EK Compact Ul Setup Wizard {
Y

The inztaller will guide you through the steps required to install EK. Compact Ul on pour computer,

l wWARMIMNG: Thiz computer program is protected by copyright law and international treaties.
Unauthorized duplication or distribution of this program, or any portion of it, may result in severe civil
l or criminal penalties, and will be prosecuted to the masimum extent possible under the law.

< Back

Cancel
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Select a directory you wish to install the [l scompscrir . el ees)

user interface to. Click "Next" to
continue.
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Select Installation Folder

The inzstaller will inztall EF. Compact Ul o the following folder.

1 To install in this folder, click "Mext". Toinstall to a different folder, enter it below or click "Browse". I

Folder:

|E:\Program Files [#86]4ControhwebhE K, Compact LY Browse... I
Dk Cost...

' Install EK Compact Ul for yourself, or for anyone who uses this computer:

L () Everyone

| @ Just me

| Cancel ] [ < Back ] [ Mext »
|

Step C: Installing the Workflow Module

Prerequisite The Workflow module can only be installed after completing the database and user

interface installations

1. To install the Workflow module click "Install WFM Service".

If this is the first time you are installing the EyeKnow Compact Workflow Module on this
computer, the status to the right of the buttons should show "Not Installed" and when clicked
should take you straight to the installation dialogue.

If there is currently already a version of the EyeKnow Compact Workflow Module installed on
this computer, a different dialogue will show up displaying options to remove or repair the
currently installed workflow module.

—
a- EyeKnow Comy tallati

| 1 Databasel 2. User Interface 3. WorkFlow MOdUle:‘Jf, Interface Module|

1. Install WFM Service
[ instalwFMSenice | Not Installed

2. WFM Service Status

Start Stop Not Running

3. Configure WFM

[ Configure WFM Service ]

4. Auto Update WFM Dalabase Connection siring (Optional)

| Auto WFM database Sting |

5. Manualy register WFM Service (Optionally)

[ Manually register WFM ]

Information

(1) Install the EyeKnow Workflow Module Service. (2) Monitor and change the status of the Service.
(3) Configure the settings for the Workflow Module Service. Any changes will require a Stop/Start of

the WFM (4) Auto update the Database connectlion string to the selected Value in STEP 1 Database
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Click "Next to Continue.

Welcome to the WFM Compact Setup Setup
Wizard

The inztaller will guide you through the steps required to install Wik Compact Setup on pour
comnputer.

witFMIMG: This computer program iz protected by copyright law and international treaties.
Unauthorized duplication or distribution of this program, or any portion of it, may result in severe civil
of criminal penalties, and will be prozecuted to the maximurn extent poszible undar the law.

Cancel | < Back

Select a directory you wish to =101x]
install the workflow module to. [

> . Select Installation Folder
Click "Next" to continue.

The installer will install "+ Fi Compact Setup ta the following falder.

To inztall in this folder, click “Next. To install to a different folder, enter it below or click *Browse".

Folder:

C:\Program Files\Controhweb\EFKWFM Servicel Browse... |
Disk Cost... |

Install W Compact Setup for pourself, or for anyone who uses this computer:

" Everane

Uzt me

Cancel | < Back

To complete the installation, details for the workflow modules may need to be set.
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A% Application Configuration - IEIlzI
Application Settings @
B appSettings
StartupD elaphinute 1
Prirnaryt/Fid 1
WFMS ervicePort 9001
PrimariCS TR Data Source=localhosthaqlespresz Initial Catalog=EKCompact.T rusted
StartupDelayMinute
StartupD elayhinute
C:\Program Filesh\ContralwebhE KM FM S ervice\wFMService exe. config |
Save Settings | Done |

PrimaryWFM - Sets the current workflow module to be the primary. The EyeKnow Compact
does not have secondary workflow modules so this should always be set to 1. Default 1.

PrimaryCSTR - Primary connection string. Points to the correct database. This should not
be changed as the wizard populates it automatically. It is recommended that you do not
manually adjust this.

WFMServicePort - Sets the network port the WFM will communicate through. Default 9001

StartupDelayMinute - Delays the startup of the service in the case of a restart of computer.
This will allow time for any outstanding alarms to be cleared before connecting to the
database. Default 1.

5. The WFMService can be started or stopped immediately from the installation screen by
clicking the WFM Status "Start" and "Stop" buttons.

6. Optional. You can automatically update the connection string, discussed previously, by
clicking "Auto WFM Connection String". This will automatically link the database you
previously setup to the workflow module.

7. Optional. If, after installing the WFMService, the WFMService fails to appear on the list of

available services or fails to startup automatically, you can manually register the service to
remedy those issues. Simply click the "Manually Register WFM" button.

Step D: Installing the Interface Module

Before proceeding please confirm which Interface Module you wish to install. This will depend on
the type of SCADA system you are monitoring.

Normally the interface module will reside on the computer that runs the control system alarm
provider.

1. Toinstall the Interface module click "Install IFM Service".
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If this is the first time you are installing the EyeKnow Compact Interface Module on this
computer, the status to the right of the buttons should show "Not Installed" and when clicked
should take you straight to the installation dialogue.

If there is currently already a version of EyeKnow Compact Interface module already
installed on this computer, a different dialogue will show up displaying options to remove or
repair the currently installed workflow module.

_ )
a1 EyeKnow Compact Installation Wizard DeltaV V2.0.8 build 3 i [E=NEEN

1. Dalabase | 2. User Interface| 3. WorkFlow Module| 4 _Interface Module |

1. Install IFM Service

[ installlFMSenics | |Not Installed

2_IFM Service Status

Start Stop Not Installed

3. Configure IFM

[ Configure IFM Service ]

Information

(1) Install the EyeKnow Interface Module Service. For detail on this see installation manual. (2)
Monitor and change the status of the Service. (3) Configure the setlings for the Interface Module
(5) If WFM Service does not want to start after installation try this alternative method to register the
service
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Click "Next" to continue.

Welcome to the EyeKnow Compact IFM Setup
Setup Wizard

The ingtaller will guide you through the steps required to ingtall Eyek now Compact IFk Setup on
Wour computer.

WARMIMG: This computer program is protected by copynght law and international treaties.
Unautharized duplication or distibution of this program, or any portion of it, may result in severe civil
or erimihal penalties, and will be prosecuted to the masinun extent possible under the law.

Cancel < Back

Select a directory you wish to
install the workflow module to.

- ) Select Installation Folder
Click "Next" to continue.

The inzstaller will install Eyeknow Compact IFk Setup ta the fallowing folder.

Ta install in this falder, click "MNext". Ta install to a different folder, enter it below or click 'Browse".

Folder:

C:AProgram Files\Controlweb\EKIFM Service’, Browse... |
Dizk Cost... |

Install Eyeknow Compact IFM Setup for yourself, or for anyone who uses this computer:

 Everyone
& Just me

Cancel < Back
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4. To complete the installation, details for the workflow modules may need to be set.

=151
Application Settings @

E appSettngs
StartupDelayiMinute 1
PrimaryFbd http: 4 flocalhost: 3007 AwF i fzervice

StartupDelayMnute
StartupDelapMinute

|C: “Program FileshControlweb \EFIFM Serviceh FMS ervice.exe. config |

Save Settings | Done |

PrimaryWFM - Sets the network location of the workflow module. This can either be
computer name or IP address of the PC. Default http://localhost:9001/\WFM/service.

StartupDelayMinute - Delays the startup of the service in the case of a restart of computer.
This will allow time for any outstanding alarms to be cleared before connecting to the
database. Default 1.

5. The IFMService can be started or stopped immediately from the installation screen by
clicking the IFM Status "Start" and "Stop" buttons.

7 Uninstalling EyeKnow Compact

7.1 Uninstalling the EyeKnow Wizard

1. Click the "Start" button

2. Click "Control Panel" _ _ _ _
\!’: Microsoft Visual Studio 2008

El

/) Paint Coenraad

5QL Server Management Studio Documents

% Express
- Pictures
l Notepad
X Music
Liggh, Services
w -
Games
WordPad
Computer

Command Prompt
Event Viewer
Devices and Printers

Getting Started .
Default Programs

W <
@ Windows Media Center Help and Support

J Calculator
Adobe Reader X

» All Programs

Shutdown | * |




3. Click "Programs and Features” (Windows Vista, 7) or "Add and Remove Programs"

(Windows XP, Server 2003)
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Help

| File Edit View Tools

Adjust your computer’s settings

@ Default Programs
a2 Device Manager

_,_J Display
Flash Player (32-bit)
A Fonts
) HomeGroup
/7 Internet Options
Location and Other Sensors
:.I.: Metwork and Sharing Center
.& Parental Controls
qJ Personalization
% Power Options
f:' Recovery
M RemoteApp and Desktop Connections
@ Speech Recegnition
it System
Troubleshoaoting
mVMWErETUEﬂS
Bl Windows Defender
@ Windows Live Language Setting

,E'J' Windows Update

4. Locate and select "EK Installation Wizard".

|- Programs and Features

View by:  Smallicons ¥

WY Desktop Gadgets
@ Devices and Printers

@ Ease of Access Center
Folder Options

e Getting Started
&Indexing Options

&2 Keyboard

F Mouse

D3 Notification Area lcons

B Performance Information and Tools

9 Region and Language

ﬂ‘i Sound

@ Sync Center

1 Taskbar and Start Menu

% User Accounts

a Windows CardSpace

0 Windows Firewall

@ Windows Mobile Device Center
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File Edit View Tools

Contrel Panel Home

View installed updates

@ Turn Windows features on or
off

[5l <« AllC... » Programs a... -

Help

= EK Installation Wizard

|| Search Programs and Features

Uninstall or change a program

To uninstall a program, select it from the list and then click

Uninstall, Change, or Repair.

Organize *  Uninstall Change Repair

7
MName

C ArtinSoft Visual Basic Upgrade Companion

3 CCleaner

[ CCS KZM Setup

[87 Clever Internet NET Suite, Version 7.2, Build 7.2.181.0
E DevExpress 20101 Components

[ DevExpress 2010.2 Components

[2°] DevExpress Example Runner

& Device Meonitoring Service

< Docklight V1.9

=] o

[ EyeKnow DM Service
CE Eyeknow IFM Setup
[ EyeKnow IFM Setup
(=5 GSMComm for JNET 2.0 (x54)
[m71coFX 1.6.4

[E1FM Setup

@Im‘ragistics MNetAdvantage for ASP.NET 2008 Vol 2 CL..

D LogMeln

4T 1 |

Controlweb Product version: 1.0.0

.
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CONTROLWEB
E=SEEN =X

i= -

@

Publisher  *

ArtinSoft
Piriform
Orbweb
Clever Comy) =

Developer Ex
Developer Ex
Developer Ex
Controlweb
Flachmann v
Controlweb
: Controlweb
Controlweb
Controlweb
Controlweb
Controlweb
Stefan Mayr

Microsoft

Infragistics, I

LogMeln, Ine
3

Help link: www.controlweb.co.nz

5. Right click and click "Uninstall* or select Uninstall in the top toolbar. (Windows Vista, 7). Or
click "Remove" (Windows XP, Server 2003)

7.2

Note: The User Interface and Workflow Module and Interface Module can all be uninstalled

using this method.

Uninstalling the User Interface

If there is a User Interface
already installed, clicking "Install
User Interface” will bring up the
uninstall wizard. From the
uninstall wizard you will be able
repair or uninstall the User
Interface.

Select the operation you wish to
perform and click "Finish". The
wizard will then perform the
selected task.

Alternatively, the Ul can be
manually uninstalled from
Windows' programs list (EK
Compact Ul)refer to 7.1

CEEmme . omEE

Setup Wizard

Welcome to the EK Compact Ul

Select whether you want to repair or remove EK Compact Ul .

(0) Bepair EK. Compact Ul

Cancel

Page 17 of 19

< Back




=

CONTROLWEB

7.3 Uninstalling the Workflow Module

1.

If there is a User Interface
already installed, clicking "Install
WFM Service" will bring up the
uninstall wizard. From the
uninstall wizard you will be able
repair or uninstall the Workflow
Module.

Select the operation you wish to
perform and click "Finish". The
wizard will then perform the
selected task.

Alternatively, the WFM can be
manually uninstalled from
Windows' programs list (WFM
Compact Setup); referto 7.1

,
CITE==ri S =

Welcome to the WFM Compact Setup Setup
Wizard

Select whether pou want ta repair or remove WM Compact Setup.

@ Repair wFM Compact Setup

() Remave 'WFM Compact Setup
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7.4 Uninstalling the Interface Module

1. Ifthereis an Interface Module ﬁ EyeKnow Compact IFM Sei‘u_[- Elilg

already installed, clicking "Install

IFM Service" will bring up the Welcome to the EyeKnow Compact IFM Setup .' {
; : Setup Wizard .;%‘?_;@
uninstall wizard. From the =

uninstall wizard you will be able
repair or uninstall the Interface |
Module. |

Select whether you want to repair or remove Evelnow Compact [Fi Setup.

@ Bepair Eyeknow Compact IFM Setup

2. Select the operation you wish to ) Fremove EveKnow Compact [FM Setup
perform and click "Finish". The |
wizard will then perform the
selected task.

3. Alternatively, the IFM can be
uninstalled manually from
Windows' programs list

(EyeKnow Compact IFM <Back
Setup); referto 7.1

Note: Depending on what version of the IFM is installed (service or non service), you will
need to run the appropriate uninstall wizard.
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